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Motivating challenge: ethics

How can robotic systems behave ethically?
Important for military operations abroad
Civil and scientific operations also coexist daily

Not necessarily about religion or morality
Law of armed conflict internationally recognized

Often captured as Rules of Engagement (ROE)
guidance for teams of national or coalition forces

Legal basis under challenge: are robots unethical?

Military readiness must be prepared for combat
,.--., Opposing forces don’t read the same memaos...
N4



Motivation: human-taskable
maritime robots

We look to near-term future when UMVs can
offload force projection, reduce danger to fleet

Variety of emerging robot solutions must remain
compatible with human concepts and tasking
Necessary for mission planning and justification
Otherwise the robots are simply not autonomous
Extensive/exhaustive prelaunch testing is critical
For mission confidence and in-water reliability

___This work is building an extendable architecture...

r-r—:-, ... for continued efforts bridging human, robot logic


Presenter
Presentation Notes
Prelaunch testing includes both human and software rehearsal.


Practical approach

Define missions that integrate ethical constraints
without relying on artificial intelligence (Al) or
obscure abstractions for appropriate behavior

No embedded homunculus or abstract ethicist engine
Design robot missions in way that can be adapted
to a variety of disparate robot paradigms
Generally adaptable to tasking of diverse systems
Build on patterns that work well for human groups
cooperating on difficult, dangerous tasks

r'n:’ Human accountability remains central

BINPS) . | _

T Otherwise still need human at end of remote tether
N4



Key Insight #1

Humans in military units are able to deal with
moral challenges without ethical guandaries

Careful definitions are provided for
Tasks, missions, objectives, coordinated operations
Ethical constraints and rules of engagement

These allow both measured and rapid response,
iIndependently and cooperatively
Commanders do not deploy illegal, immoral weapons

_ Unmanned systems must also pass similar scrutiny,
r..., otherwise commanders cannot utilize them
Oy




Enabling factor: maritime environment

Major international controversy unfolding:
drone use for conduct of reduced-risk warfare
Many factors involved: technical, political, social
Remote human “control” is highly questionable
Complex, confounded environments

Maritime environment IS much less ambiguous
Fewer IFFN issues, identification friend foe neutral
Presence of bad actors usually confirmable
Law of Sea, Laws of Armed Conflict, etc.
i



Goal-based Mission Example

 Simple yet general mission goals, decision logic
« Common approach, adaptable to other vehicles
 Extendable and refinable mission tasking

T -



Example Goal-based Mission Definition

Proceed to Area A and the area.
If the search Is successful execute Goal 2.
If the search Is unsuccessful, execute Goal 3.

Obtain from Area A.

If the sample is obtained, execute Goal 3.
If the sample cannot be obtained, proceed to
recovery position to complete the mission.

Proceed to Area B and the area.
Upon search success or failure, execute Goal 4.

Proceed to Area C, with UUV-2.
() Upon rendezvous success or failure, to

"Eaumi\m/mﬁ’recovery position to complete the mission.


Presenter
Presentation Notes
Clumsy but readable.  Humans can agree on intent.


Goal-based Mission Example

Strategic Level

MEA Start

Phase 1: Search Area A

Fail 7 Succeed
e

X Phase 2:

Phase 3: Search Area B

Sample Environment in Area A

N

¢ —— —— ]

R —

Fail Succeed Succeed Fail
v
) Succeed
Phase 4: Rendezvous with N
i Phase 5: Transit
UUV-2inAreaC = |-===--=-- »| Return to Base
Fail !
1
1
1
1
FaH: Succeed
\ 4 v
Mission Mission
Abort Complete

Surface Recovery position

Robot mission conduct
can be independent of
software implementation


Presenter
Presentation Notes
Right hand side:  our robot architecture handles these task assignments one way.  Another robot architecture may handle it a different way.  Each however can be expected to sufficiently capable to report success or failure of each assignment.  If not, then that robot is unresponsive and not really taskable with confidence by humans.


Adding ethical constraints
to mission requirements

Following the leader:
how do human teams accomplish tasks ethically?

The same rules need to apply to unmanned systems.

- -



Key Insight #2

Ethical behaviors don’t define the mission plan.
rather

Ethical constraints inform the mission plan.

T -



Example ethical constraints: civil

Safe navigation, follow pertinent rules of road
Satisfactory navigational accuracy (GPS etc.)

Have received timely clearance to enter a
specific geographic area for given time period

Also vertical clearance for underwater depth zone
or airborne altitude zone

Sufficient vehicle health, power, safety status

Meet communication requirements for tasking
r—..,’ Identity beacon, transponder, AIS tracking, etc.
T , e Recording and reporting on situational data, etc.

N4



Civil ethical constraint support

In AVCL, AUV Workbench

Civil ethical constraints Define Test Notes

Mission tasking v partial AVCL goals

Safe navigation and transit % v AVCL avoidance areas
Follow pertinent rules of road Requires rule-engine path

planner, sensing model

Satisfactory navigational accuracy (GPS etc.) v v Needed: sensor error models
Clearance to enter a specific geographic area % Vv

Vertical clearance for underwater depth zone % %

or airborne altitude zone

Timing requirements using specific times or % Vv

duration
Sufficient vehicle health, power, safety status partial partial
Meet communication requirements for tasking partial partial Message-passing scheme

Identity beacon, transponder, AIS tracking,
etc.

Recording and reporting on situational data


Presenter
Presentation Notes
This slide shows current ability to express constraints in AVCL, and current level of capability in AUV Workbench.



Example ethical constraints: military

Meet all relevant, international civil requirements

Identification friend foe (IFF), blue-force tracking
friendly/hostile/neutral/unknown

Prior determination of contact’s hostile intent
Robot option to warn without fear of self protection

ROE use of deadly force, weapons releasability
Brevity codes: weapons safe, hold, tight, free
Confirmation and permission requirements

rm’ After-action reporting, damage assessment

Oy
N4 Et cetera, et cetera...
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http://en.wikipedia.org/wiki/Brevity_code 


http://en.wikipedia.org/wiki/Brevity_code

Military ethical constraint support

In AVCL, AUV Workbench

Military ethical constraints Define

Meet all relevant, international civil requirements partial
Mission tasking v
Contact identification, tracking signatures

Identification friend foe (IFF), blue-force tracking
(friendly/hostile/neutral/unknown/etc.)

Robot option to warn without fear of self protection

Determination of contact’s hostile intent

Confirmation and permission requirements

ROE use of deadly force, weapons releasability
using brevity codes: weapons safe, hold, tight, free

partial

Proportional weapons response

After-action reporting partial

Damage assessment

Test
partial

partial

partial

partial

Notes

See above

AVCL goals

Available in C2 systems

Available in C2 data models

Implementable via messaging

Available in C2 data models,
dissertation work in progress

Implementable via messaging

Requires weapons model

Requires weapons and threat
models

AVCL goals

Requires models of interest


Presenter
Presentation Notes
This slide shows current ability to express constraints in AVCL, and current level of capability in AUV Workbench.



Goal-based Mission Example, with constraints

Strategic Level

MEA Start

Phase 1: Search Area A

7
Fail 7 Succeed
e

7
e
X Phase 2:

Phase 3: Search Area B Sample Environment in Area A RO bot m ISSIO n CO nd u Ct

v remains independent of

T
1
1
1
1 . .
software implementation
1
v v :
) Succeed v
Phase 4: Rendezvous with N
d Phase 5: Transit
UUV-2inAreaC |-=====-= » Return to Base
Fail
1
1
1
Fail| Succeed
\ 4 v
Mission Mission
Abort Complete

Surface Recovery position
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Responses: Succeed or Fail or Constraint Violation



Constraints applied to sample mission

Constraint 1: The vehicle must maintain navigational accuracy within
acceptable limits. * Applies to entire mission.

Constraint 2: All safety equipment must be fully functional. *

Constraint 3: All mission systems must be operational. Applies to Goal 1,
Goal 2, and Goal 3.

Constraint 4: Acceptable distance from shipping lanes in the form of
1000 meter lateral standoff or minimum depth of 20 meters must be
maintained. Applies to Goal 1, Goal 2, Goal 3, and Goal 4.

Constraint 5: Must be able to detect surface contacts within 5000
meters. *

Constraint 6: Detected surface contacts are to be avoided by a minimum
of 1000 meters. Applies to Goal 1, Goal 2, Goal 3, and Goal 4.

Constraint 7: Minimum depth of 20 meters is to be maintained.
= Applies to Goal 5.
Brrs
Oy



Challenge: broad implementation

Can we
Define mission goals readable by humans and robots
Produce actionable tasking for different UMVs

Produce mission examples that run cooperatively or
Independently, for both humans and robots

Yes

Can we also
Define goal constraints ethically and measurably

Initial tests successful
= o



So how do we accomplish this?

Here IS one way...

r'm w7y
\Y

N4
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Autonomous Vehicle Command
Language (AVCL)

AVCL 1s a command and control language for
humans running autonomous unmanned vehicles
Close correspondence to human naval terminology
Common XML representations for missioen scripts,
agenda plans, and post-mission recorded telemetry
Operators can utilize a single archivable and
validatable format for robot tasking, results

directly convertible to and from a wide variety of
different robot command languages

{ ..T https://savage.nps.edu/Savage/AuvWorkbench/AVCL/AVCL.html
%

N4


https://savage.nps.edu/Savage/AuvWorkbench/AVCL/AVCL.html

Example mission, as pseudo-code XML

s

<?xml version="1.0" encoding="UTF-8"?>
<UUVMission>

<GoalSet>
<Goal area="A”" id="goall”>
< nextOnSucceed="goal2” nextOnFail="goal3”/>
</Goal>
<Goal area="A”" id="goal2”">
< nextOnSucceed="goal3” nextOnFail="recover’/>
</Goal>
<Goal area="B” id="goal3">
< nextOnSucceed="goal4” nextOnFail="goal4”/>
</Goal>
<Goal area="C” id="goal4”>
< nextOnSucceed="recover” nextOnFail="recover”/>
</Goal>
<Goal area="recoveryPosition” id="recover’=
< nextOnSucceed="missionComplete” nextOnFail="missionAbort’/>
</Goal>
</GoalSet> .
B S XML is readable by human or robot,

~

captures logic of canonical mission




<Mi=zsionPreparation

<Units0fMeasure time="seconds" mass="kilogram=" angle="degreesz" distance="meters" />
<Geolrigin longitude="-121,88500213623047" latitude="36.60692844360351e" />
<hgendaMi=ssion>
<LaunchPositionAH description="3tart point"”
<X¥YPosition timeStamp="0.0" y="&350.0" x="1Z300.0™ />
</LaunchPo=zitionhH> - —
<RecoveryPosition description="Finish point"> | E MEEMissk:rn.xml— Navigator #
<X¥Position y="6€500.0" x="12300.0" /> il ;&% version="1.0" encoding="UTF-8"
</RecoveryPosition> | EI---<£:E> AYCL xmins:xsi="http:/fwww.w3.org/2
<Goallist> | -4 head
<Goals description="search operating area A" alert="false" [ E}--@:Sﬁbody. ] ]
nextOnFail="goalC" nextOnSucceed="goalB" id="goalld"> E'"{%S}MISSIDF!PFEPEFEWH _ )
<Search singleTarget="false" requiredPD="0.8" é—----@E?UnltsD.ﬁf’leasur.e == 5?-:c-|1ds___|11a:sff_lf|lci;||'an1...
datumType="area" /> <§E> GEDDFIQII'! Il:-.|'||;||t|.||:|e= -121,88500213523047...
) -4 & AgendaMission
<Cperatinghrea> =€ % LaunchPasitionAH description="Start paint
<Rectangle> . .9 XYPosition timeStamp="0.0%, y="6350.0°, x...
<NorthwestCorner> él---@ﬁ) RecoveryPosition description="Finish point
<X¥Poszition y="€425.0" x="12&25.0" [=» E im@%ﬁ?ﬁmmnnf=EEDED.x= 12300.0
< /HorthwestCorner> = i
<Width description="" value="30.0" /> . ?Z?ts;s description ="se3 fuﬁ-mu;u"’ x i'jugnn,u"
«Height description="" walus="150.0" /> ;,gg. Search singleTarget="false", required...
</Rectangle> -4 OperatingArea
< /CperatingAreas € % Rectangle
<Duration valus="500.0" /> -4 $ NorthwestCorner
</ Goals>

-4 % Width description="", value="50.0
: L...4 % Height description="", value="150.0
.. Duration value="500.0
B4 % Goals description="sample operating ...

Corresponding example:
MEAMission.xml

=14 Operatinghrea

. @4 ¥ Polygon

i Duration value="500.0

B €% Goals description ="rendezvous area D...

EI---<32> Rendezvous description="rendezvous with v...

using AVCL xml

- g P TargetvehidelD value="2
e El@& Operatinghrea
E}--cﬁ_E} Circle

---‘2 & Center
: t- B Radius value="50.0
.. B Duration valus="500.0




AVCL mission goals support

AVCL mission goals

Attack

Decontaminate

Demolish

IHHluminateArea

Jam

MarkTarget

MonitorTransmissions

Patrol

Rendezvous
Reposition
SampleEnvironment

Search

Define

partial

.\/

.\/
.\/
.\/

partial

.\/

Test

.\/

partial

.\/

Definition

To conduct a type of offensive action characterized by employment o
firepower and maneuver to close with and destroy an enemy.

To provide purification making an area safe by absorbing, destroying,
neutralizing, making harmless, or removing chemical, biological, or
nuclear contamination.

To destroy structures, facilities, or material by any available means.

To provide locale lighting by searchlight or pyrotechnics.

To deliberately radiate, re-radiate or reflect electromagnetic energy
with the object of impairing the use of electronic devices or systems.

To make visible (by the use of light, infrared, laser, smoke, etc.) of ar
object in order to allow its identification by another object.

To conduct electronic warfare support operations with a view to
searching, locating, recording and analyzing radiated electromagnetic
energy.

To gather information or carry out a security mission.

Achieve a meeting at a specified time and place.

To change position from one location to another.

Collect environmental samples for testing for chemical compounds,
biological creatures, or nuclear hazards.

To look for lost or unlocated objects or persons.


Presenter
Presentation Notes
This vocabulary was derived by comparing multiple C2 Ontologies and is defined without IPR constraints in Duane Davis’s dissertation.

This slide shows current ability to express constraints in AVCL, and current level of capability in AUV Workbench.



Example

AUV Workbench open-source

Implementation

Autonomous Unmanned Vehicle Workbench
supports underwater, surface and air vehicles
physics-based mission rehearsal
real-time task-level control of robot missions, and
replay of recorded results
Industry-friendly open-source license, Sourceforge
Basis: RBM 3-level architecture, AVCL commands

Used to rehearse strategic-level MEAMission.xml
https://savage.nps.edu/AuvWorkbench



https://savage.nps.edu/AuvWorkbench

4 example missions, UUV and USV

Initial Goal
|Prior Goal |
700 Current Goal 700
goalB
Mext Goal on Success
T ple Envi ant | | o
Mext Goal on Failure
00 600
500 500
450 [ 450
400 400
350 350
300 =2 300
‘Recovery
250 250
200 200
150 150
100 100
T Il &
“ L:{ ] - sl asadb il ﬁ.lirrin B
% MaRuEiiN pypewray asen | [ [5 Sounsast come]
0 . a1 ]
World coordinate system:
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MeaMission.xml simulation preview

<650 625 <G00 575 <550 525 500 475 450 425 400 -375 -350 .35 -300 275 -250 -225 .200 175 -150 -125 -100 .75 50 .25
Initial Goal
- |Prior Goal | -
Current Goal

oo |Mext Goal on Success || o

Cra= Mext Goal on Failure

Search planning
75 67!
- o g = y b Sample Envif
produces waypoints
50 il
All events | d

All events loggec

| - isson
600 0. > Launch Position [475.0, -500.0] Start point GO

10 Recovery Position [550.0, -400.0] Finish point

575 s 2. G Goal Search (id=goalA) search operating area A 57

}“,e (_' Q \/ e J’\/ s 3. G Goal Sample Environment (id=goalB) sample operating area B

F 4. G |Goal Search (id=goalC) search trapezoidal polygon area C
550 551
- F 5 G Eioal Rendezvous (id=goalD) rendezvous area D -
6. o Avoid (id=AvoidArealaunch) Launch obstacle before goalA
525 52!
AvoidArealaunch
500 goalD A0
- o)
Launch
475 47!
450 451
I ] - ‘J -y c* 1 ™ -y 1 1 -y - J
- RendeZyous Nnot sUupported .
2 - = ‘ ‘ 21
All searches complete

a0 650 -B25 -G00 575 -850 -525 -500 475 -450 -425 -400 -378 -350 325 -300 -275 -250 -225 -200 -175 -150 -125 -100 75 -50 2



Presenter
Presentation Notes
These results are similar to the previously shown user-driven example #3:  rendezvous attempt fails, so robot returns for recovery


MeaMission.xml simulation O, launch

8 AUV Workbench -- Default AUV Workbench project [C;fauv,fAqunrkbencthyAuwﬂojEr:ts,iDefaulthject]

File Select Mission Edit Mission Run | Communications Environment Geospatial Parameters Tools Updates View 1 Help

2D View m

MEAMission.xml|

\ . N 625 -600 -675 -650 625 -600 -475 -450 -425 -400 378 -350 -326 -300 -278 -250 225 -200 -178 -150 -128 -100 75 -60 -25 L] i i
0. .= Launch Position [450.0, -460.0] Start point Initial Goal
1. ™. Recovery Pasition [550.0, -400.0] Finish paint 725 [Prior Goal | Abo
2. G |Goal Search {id=goalA) search operating area A Current Goal @
- - . 2 Next Goal on 5 q
3. G |Goal Sample Environment (id=goalB) sample operating area B o [N Goalon Succeds | oy Snaj
Next Goal on Failure

4, G Goal Search (id=goalC) search trapezoidal polygon area C & @

878 878
5. G Goal Rendezvous (id=goalD) rendezvous area D : ironment : Imac
5. B Avoid (id=AvoidArealaunch) Launch obstacle before goalA o0 0

625 625

600 600

575 575

X
550 tRecovery "l g
428 629

AvoidAreal aunch down
500 500

0 *Launch o
425 425
400 625 -G00 675 650 526 -500 475 -450 -425 -400 378 -350 -326 -300 -278 -260 -225 -200 -175 -150 -128 -100 -75 -50 -25 fng

Save Mission ” Save As... || Close Mission |

Systern Console
Vehicle type [ Multiple loops

|Aries ULV, NPS ~| [0 Real-time run

5 IYET ldY. 3
OpenMap loading San Diego South Harbor Chart, datasets/OpenMap/SanDiegoCaliforniaGIS/SanDiego_Sediments

OpenMap error: datasets/OpenMap/SanDiegoCaliforniaGIS/SanDiego_Sediments.shp not found.

OpenMap loading San Diego Sediments map, datasets/OpenMap/USAStates/statesp020

OpenMap layers loaded for project C\au\AuvWorkbench\MyAuvwProjects\DefaultProject

Loading mission: AgendaMissionSimpleBoxSearch.xml

Loading mission: UsvBoxTestxml

Loading mission: MEAMission.xml

Mission load complete.

Project loaded: Default AUV Workbench project [Chauv\AuvWorkbench\MyAuvwProjects\DefaultProject]

[Dec 26 12:48:11] INFO (MultiMissionControllerjava:2236) - Project loaded: Default AUV Workbench project [Chauh\AuvWorkbench\MyAuvwProjects\DefaultProject]
Error, snapshot window choice not found: choices[5]

Multiple-mission actions: = AUV Workbench system output console Email output ‘ ‘ Clear ” Copy || Save |




MeaMission.xml simulation 1, transit

} AUV Workbench ' " ' : -

File Select Mission Edit  Mission Run 1 Communications Environment Geospatial Parameters Tools Updates View 1 Help

» MEAMission.xml 2D View E
-625 -600 -575 -550 525 -500 -475 -450 -425 -400 =375 -350 -325 -300 =275 -250 225 -200 -175 -150 -125 -100 75 -50 25 o F
0. }M Launch Position [450.0, -460.0] Start point Initial Goal "%
1 Recovery Position [550.0, -400.0] Finish paint 726 [Prior Goal 726 Abc
2. G |Goal Search (id=goalA) search operating area A Current Goal &
- - - ] [Next Goal on Success | 1
3. G |Goal Sample Environment (id=goalB) sample operating area B s s Snz
£) oalon Fallure |
4. G Goal Search (id=goalC) search trapezoidal polygon area C 08B
5. G Goal Rendezvous (id=goalD) rendezvous area D o Sample Environment o
6. B Avoid (id=AvoidArealaunch) Launch obstacle before goalA - w50
625 625
600 600
576 a76
&
- X E
550 » *Recovery 4 541
; |
»
525 525
- - ‘r
O—
down
500 500
45 45
450 450
25 L]
‘ 2 400 -625 -G00 -675 -550 525 -500 -45 -450 -425 -400 -375 -350 -325 -300 -275 -250 -225 -200 -175 -150 -125 -100 75 -50 -25 4op
Save Mission | Save As... Close Mission System Console | RUntimeFlags PLANNING IN_PROGRESS=Tiue (SearchPlanner) -~
RuntimeFlags.PLANNING_IN_PROGRESS=false (SearchPlanner)
Vehicle type [ Multiple loops [write to virtual world: time=0.0 seconds (0:00:00) x=450.0 y=-460.0 z=0.0 phi=0.0 theta=0.0 psi=0.0]
|Arie5 UUV, NPS v| [ Real-time run [parsed Set Position command (450.0 -460.0) at time 0.1 seconds (0:00:00) Agenda mission start position]
DIS: position/orientation signal received (-4)
I Pause DIS: freeze AUV PDU sent: 1
[parsed Waypoint command (500.0 -500.0 3.0 at time 3.7 seconds (0:00:03) Goal-search transit waypoint 1]
[Sending DISPDU #2000 now]
[parsed Waypoint command (515.0 -500.0 3.0 at time 52.5 seconds (0:00:52) Goal-search transit waypoint 2]
[write to virtual world: time=60.0 seconds (0:01:00) x=500.611 y=-497.745 z=2.884 phi=-0.348 theta=-0.714 psi=340.962]
[parsed Waypoint command (575.0 -475.0 3.0 at time 66.6 seconds (0:01:06) Goal-search transit waypoint 3]
vl
% AUV Workbench system output console Email output ‘ ‘ Clear || Copy ” Save |




MeaMission.xml simulation 2, search

AUV Workbench
File Select Mission Edit Mission Run 1 Communications Epvironment Geospatial Parameters Tools Updates View 1 Help
I MEAMission.xml 20D View
-828 -600 550 626 500 -475 -460 -425 -400 378 -350 325 -300 275 -250 -228 -200 175 -150 25 -100 76 -50 -25 o
0. M\M Launch Position [450.0, -460.0] Start point \nitial Goal
1 Recovery Position [550.0, -400.0] Finish point 725 [Prior Goal |
.
s 2. G Goal Search (id=goal&) search operating area A !' ‘: 2 Current Goal
3. G |Goal Sample Environment (id=goalB) sample operating area B i = o R Goslun Suceeis] o,
- . MNext Goal on Failure
4, Goal Search (id=goalC) search trapezoidal polygon area C HE M HE
675 - 675
5. G Goal Rendezvous (id=goalD) rendezvous area D : M E : .-—-!‘M.'irunmem :
.
5. B Avoid (id=AvoidArealaunch) Launch obstacle before goalA - : g; . ‘/ 0
R TH
. .
- -
825 2 < 825
. -
. .
. .
00 . . 400
. .
. -
;l L -
675 Af - a75
g
& X [
Bel 3 *Recovery % g
: .[
- e d
526 .' :, O ] v 526
AvoidAreaLaunch { e
500 f 500
475 -‘I‘ geglc 475
‘." Search
450 Ifl‘ / 450
[ -~
5 [ / 425
‘ L [ a0 -625 -600 575 -550 -525 -500 -475 -450 -425 -400 -375 -350 -325 -300 =275 -250 -225 -200 175 150 25 -100 75 50 25 gﬂﬂ
saxcllision ” Saclsd ” Slacsission ‘ System Console [Pause execution command received from workbench] [=]
[Dec 26 12:46:00] INFO (Execution.java:1476) - Pause execution command received from workbench for vehiclelD 0
Vehicle type [ Multiple loops [Pause execution command received from workbench]
‘Aries UUV, NPS v| I Real-time run [Dec 26 12:46:00] INFO (Execution.java:1476) - Pause execution command received from workbench for vehiclelD 0
Strategic level reading message from tactical level: SearchPatternComplete
Strategic level reading message from tactical level: ScriptComplete: true
Goal succeeded: search pattern completed with none of multiple targets found --= goal success
[Strategic goal succeeded: Goal Search id=goalA goallndex=0 displaylndex=2 search operating area A]
[Strategic next goal on success: Goal Sample Environment id=goalB goallndex=1 displaylndex=3 sample operating area B]
RuntimeFlags.,PLANNING_IN_PROGRESS=true (SearchPatternPlanner)
RuntimeFlags.PLANNING_IN_PROGRESS=false (SearchPatternPlanner)
b
Multiple-mission actions: b AUV Workbench system output console Email output | | Clear || Copy ” Save ‘




MeaMission.xml simulation 3, transit

& AUV Workbench -- Default AUV Workbench project [C;fauv,n‘AuﬂNorkbencthyAuwiPlojectsteTauIthject
File Select Mission Edit  Mission Run 1 Communications Environment Geospatial Parameters Tools Updates View 1 Help
Il MEAMission.xml 2D View
-625 -600 578 -550 525 -500 475 -450 425 -400 375 -350 -325 -300 <278 -250 <225 -200 175 -150 -125 -100 75 -50 25 o
0. }-“ Launch Position [450.0, -460.0] Start point \nitial Goal
1. 2. Recovery Position [550.0, -400.0] Finish point 725 — Lsuresssenses [Prior Goal |5
s 2. G (Goal Search (id=goalA) search operating area A !' ¢ l Current Goal
- - - 100 H el o [Next Goal on Success | 7,
3. G [Goal Sample Environment (id=goalB) sample operating area B ! b . 8 !
- . . MNext Goal on Failure
4. G |Goal Search (id=goalC) search trapezoidal polygon area C P | -
. o
5. G Goal Rendezvous (id=goalD) rendezvous area D o S E 9 ,.-—ﬂm"— ironment o
6. B Avoid (id=AvoidArealaunch) Launch obstacle before goalA - : ;. H "/ o
-
th®
: 3
. -
825 - = 825
4 -
p -
a M
800 o - i)
b .
: 5
575 : fme 575
]
o 3 *Recovery 5
; |
525 5 ¥ 525
. —p
0]
down
500 500
475 5
460 450
25 425
‘ 2 400 -625 -B00 578 -550 -525 -500 45 -460 425 -400 -378 -350 -325 -300 -278 -250 -2325 -200 -175 -150 -125 -100 15 50 25 oo
Sauchission ” Sachsg ” SoseMizsion ‘ System Console Strategic level reading message from tactical level: ScriptComplete: true B
Goal succeeded: search pattern completed with none of multiple targets found --> goal success
Vehicle type [Z Multiple loops [Strategic goal succeeded: Goal Search id=goalA goallndex=0 displaylndex=2 search operating area A]
‘Aries ULV, NPS v| [ Real-time run [Strategic next goal on success: Goal Sample Environment id=goalB goallndex=1 displaylndex=3 sample operating area B]
RuntimeFlags.PLANNING_IN_PROGRESS=true (SearchPatternPlanner)
RuntimeFlags.PLANNING_IN_PROGRESS=false (SearchPatternPlanner)
[parsed Waypoint command (725.0 -350.0 3.0 at time 503.6 seconds (0:08:23) Goal-search transit waypoint 1]
[write to virtual world: time=540.0 seconds (0:09:00) x=723.559 y=-399.466 z=0.114 phi=0.164 theta=0.566 psi=89.846]
[parsed Waypoint command (625.0 -350.0 3.0 at time 575.8 seconds (0:09:35) Goal-search area waypoint 1]
[Pause execution command received from workbench]
[Dec 26 12:28:37] INFO (Execution.java:1476) - Pause execution command received from workbench for vehiclelD 0
D
= AUV Workbench system output console Email output | | Clear || Copy ” Save ‘

Multiple-mission actions:




MeaMission.xml simulation 4, sample

& AUV Workbench -- Default AUV Workbench project [C;fauv,n‘AuﬂNorkbencthyAuwiPlojectsteTauIthject
File Select Mission Edit  Mission Run 1 Communications Environment Geospatial Parameters Tools Updates View 1 Help
Il MEAMission.xml 2D View
-625 -600 578 -550 525 -500 475 -450 425 -400 375 -350 -325 -300 <278 -250 -200 175 -150 -125 -100 75 -50 =25 o
0. }; Launch Position [450.0, -460.0] Start point \nitial Goal
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i e
s 2. G Goal Search (id=goalA) search operating area A !' .: l i: Current Goal
- - - g Iext Goal on § &
3. G |Goal Sample Environment (id=goalB) sample operating area B (e M | ; o  hdubbddhid NEMCTAICnSIrEs sy oy
- 1 i [ Iext Goal on Failure
4, G |Goal Search (id=goalC) search trapezoidal polygon area C S . | 9 A s
875 d - 675
5. G Goal Rendezvous (id=goalD) rendezvous area D : 5 ; M ,—-m.unnm-:al 3 )
6. B Avoid (id=AvoidArealaunch) Launch obstacle before goalA _ : L ‘/ .: b _
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- d - . .
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Save Mission ” Save As... ” Close Mission ‘

] Multiple loops

Vehicle type
v| [ Real-time run
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Multiple-mission actions:

ferieg

[Sending DISPDU #1000 now]

[Pause execution command received from workbench]
[Dec 26 12:31:42] INFO (Executionjava:1476) - Pause execution command received from workbench for vehiclelD 0

ystem Console [parsed Waypoint command (650.0 -350.0 3.0 at time 906.3 seconds (0:15:06) Goal-search area waypoint 5]
[write to virtual world: time=960.0 seconds (0:16:00) x=666.519 y=-350.086 z=2.999 phi=-0.046 theta=0.0 psi=177.071]

[parsed Waypoint command (650.0 -275.0 3.0 at time 968.5 seconds (0:16:08) Goal-search area waypoint 6]

[write to virtual world: time=1020.0 seconds (0:17:00) x=649.545 y=-295.775 z=2.999 phi=-0.018 theta=0.003 psi=85.877]
[parsed Waypoint command (700.0 -275.0 3.0 at time 1031.8 seconds (0:17:11) Goal-search area waypoint 7]
[parsed Waypoint command (700.0 -325.0 3.0 at time 1070.9 seconds (0:17:50) Goal-search area waypoint 8]
[write to virtual world: time=1080.0 seconds (0:18:00) x=700.432 y=-279.058 z=3.024 phi=-0.463 theta=-0.324 psi=297.529]
[parsed Waypoint command (675.0 -325.0 3.0 at time 1111.0 seconds (0:18:31) Goal-search area waypoint 9]

[

AUV Workbench system output console

Email output| | Clear || Copy ” Save ‘




MeaMission.xml simulation 5, transit

& AUV Workbench -- Default AUV Workbench project [C;fauv,fAquorkbench/MyAuvwﬂujectstefaurthject
File Select Mission Edit Mission Run 1 Communications Environment Geospatial Parameters Tools Updates View 1 Help
P MEAMission.xml 2D View
625 -600 575 -550 525 -500 475 -450 -425 -400 375 -350 -326 -300 -275 -250 -225 -200 178 -150 -125 -100 75 -50 -25 o
0. 2 Launch Position [430.0, -460.0] Start point \nitial Goal
1 M'\M Recovery Position [550.0, -400.0] Finish point 725 o [ T ) ssssssnsesseed Prior Goal 725
. '
s 2. G Goal Search (id=goalA) search operating area A " :t ' E: Current Goal
- : : = b Mext Goal on S &
s 3. G Goal Sample Environment (id=goalB) sample operating area B ey . o ; 4 f bt M | cXD0g on Success o
e :; i ! Mext Goal on Failure
4. Goal Search (id=goalC) search trapezoidal on area C - . H e $ 9
75 o - - . 67
5. G Goal Rendezvous (id=goalD) rendezvous area D ; .: s . % eht E ;
s . 3
6. B Avoid (id=AvoidArealaunch) Launch obstacle before goalA ~ 6 g®aa s ': 4 _
as0 TR fee— b 450
. 1. k
: . 3
(=4 . . LPTTTTT RS  Addd 026
.
: : H
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. ]
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425 425
l r 400 -625 -600 -575 -550 -525 -500 475 -450 -425 -400 S35 -350 -325 -300 =275 -250 -225 -200 -175 -150 -125 -100 15 50 25 Hon
ystem Console [Strategic next goal on success: Goal Search id=goalC goallndex=2 displayIndex=4 search trapezoidal polygon area C] B

| Save Mission || Save As... || Close Mission ‘

feaneg

I Multiple loops

Vehicle type
v‘ [] Real-time run

| aries Uuy, NPS

AUV Workbench system output console

RuntimeFlags.PLANNING_IN_PROGRESS=true (SearchPatternPlanner)
RuntimeFlags.PLANNING_IN_PROGRESS=false (SearchPatternPlanner)
RuntimeFlags.PLANNING_IN_PROGRESS=true (SearchPlanner)

RuntimeFlags.PLANNING_IN_PROGRESS=false (SearchPlanner)
[parsed Waypoint command (525.0 -330.0 3.0 at time 1155.1 seconds (0:19:15) Goal-search transit waypoint 1]

[write to virtual world: time=1200.0 seconds (0:20:00) x=629.857 y=-301.416 z=0.832 phi=-0.363 theta=-13.014 psi=196.446]
[parsed Waypoint command (475.0 -300.0 3.0 at time 1284.9 seconds (0:21:24) Goal-search area waypoint 0]

Mark: setOnStation (vehicleID=0) Search goal=goalC (search trapezoidal polygon area C)
[parsed Waypoint command (490.0 -300.0 3.0 at time 1330.6 seconds (0:22:10) Goal-search area waypoint 1]

[parsed Waypoint command (490.0 -285.0 3.0 at time 1334.5 seconds (0:22:14) Goal-search area waypoint 2]

]

Email output‘ ‘ Clear H Copy H Save ‘

Multiple-mission actions:




MeaMission.xml simulation 6, search

& AUV Workbench -- Default AUV Warkbench project [C;fauv/Aquorkbench,iMyAuvwﬂojec‘tstefauIthject
File Select Mission Edit Mission Run 1 Communications Epvironment Geospatial Parameters Tools Updates View 1 Help
I MEAMission.xml 20D View E
-828 -600 675 -650 626 -500 -475 -460 -425 -400 378 -350 325 -300 275 -250 -228 -200 175 -150 -125 -100 76 -50 -25 o oL
0. M\M Launch Position [450.0, -460.0] Start point \nitial Goal o
1. ™. Recovery Position [550.0, -400.0] Finish point 26 =  S—— PP PP YT 1) [Prior Goal ] s
- o
s 2. G Goal Search (id=goal&) search operating area A i :- l Lo Current Goal
- - N 7 b Mext Goal on § 7
s 3. G Goal Sample Environment (id=goalB) sample operating area B UL b . ; :\h. .."“"“"o! ‘NEX‘ Gual a0 Fu_TEESS |-
- . . 4 L} 0@l on Fallure
4. Goal Search (id=goalC) search trapezoidal on area C F- 3 %. IR { 9
675 O ” - . 675
5. 6 Goal Rendezvous (id=goalD) rendezvous area D : 3 E . 31.w1megt E ;
.
5. B Avoid (id=AvoidArealaunch) Launch obstacle before goalA ~ : 0 - "/ 5 5 : ~
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e 3
- - o
825 - H r 825
- . Y AT IR haddd .
% I H
.
’ .
00 “ M . 00
v 2 4
: - ;
675 - f= - a75
¢ 7
8 x
560 I Y 550.[
.
I
! I
625 52§
O—
z
down
500 500
475 E { 473
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[parsed Waypoint command (430.0 -285.0 3.0 at time 1334.5 seconds (0:22:14) Goal-search area waypoint 2] B

Save Mission ” Save As... ” Close Mission ‘

] Multiple loops

Vehicle type
v| [ Real-time run

|Aries UV, NPS

Il Resume

[Sending DISPDU #1500 now]

[Pause execution command received from workbench]

System Console
[parsed Waypoint command (460.0 -285.0 3.0 at time 1348.5 seconds (0:22:28) Goal-search area waypoint 3]
[parsed Waypoint command (460.0 -315.0 3.0 at time 1393.2 seconds (0:23:13) Goal-search area waypoint 4]
[parsed Waypoint command (505.0 -315.0 3.0 at time 1416.9 seconds (0:23:36) Goal-search area waypoint 3]
[parsed Waypoint command (505.0 -270.0 3.0 at time 1452.4 seconds (0:24:12) Goal-search area waypoint 6]

[parsed Waypoint command (445.0 -270.0 3.0 at time 1489.5 seconds (0:24:49) Goal-search area waypoint 7]

[parsed Waypoint command (445.0 -330.0 3.0 at time 1536.7 seconds (0:25:36) Goal-search area waypoint 8]
[parsed Waypoint command (520.0 -330.0 3.0 at time 1583.7 seconds (0:26:23) Goal-search area waypoint 9]

[Dec 26 12:34:28] INFO (Execution.java:1476) - Pause execution command received from workbench for vehiclelD 0

[

AUV Workbench system output console

Multiple-mission actions:

Email output| | Clear || Copy ” Save ‘




MeaMission.xml simulation 7, rdvu fall

8 AUV Waorkbench -- Default AUV Workbench project [C;fauv/Aquorkbench,iMyAuvwﬂojec‘tstefauIthject
File Select Mission Edit Mission Run 1 Communications Epvironment Geospatial Parameters Tools Updates View 1 Help
I MEAMission.xml 20D View E
\ . N -828 675 -650 626 -500 -475 -460 -425 -400 378 -350 325 -300 275 -250 -228 -200 -150 126 -100 76 -50 -25 o I &
0. .»x Launch Position [450.0, -460.0] Start point \nitial Goal
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-
s 2. G Goal Search (id=goal&) search operating area A i :- l Lo Current Goal
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o = = by ye s sessegapeems d 50
e 5S¢ . o
. . s
: : 3
(8 . . EFeTTT IR RS B 625
% I H
.
’ .
00 “ M . 00
b . *
PO :
575 . fme : 575
] :
B : N i ol
“ < *Recovery : .[ s
- -
.
526 .'P " [ 525
—
. O
) e '..o“ esncan, down .
500 5 i o 500
H
; .
475 . : 475
Fa
HIR
s emunes
“ ..OOIIOII senes® “
Tamesssvenne
425 425
‘ L [ a0 -625 -600 575 -550 -525 -500 -475 -450 -425 -400 -375 -350 -325 -300 =275 -250 -225 -200 -17 -150 125 -100 75 -50 -25 Egg
[parsed Waypoint command (450.0 -345.0 3.0 at time 1828.7 seconds (0:30:28) Goal-search area waypoint 13] B

Save Mission ” Save As... ” Close Mission ‘

] Multiple loops

Vehicle type
v| [ Real-time run

|Aries UV, NPS

Multiple-mission actions:

System Console

Strategic level reading message from tactical level: SearchPatternComplete
Strategic level reading message from tactical level: ScriptComplete: true

Goal failed: search pattern completed with an acceptable PD (0.80), but no targets found --> goal fail
[Strategic goal failed: Goal Search id=goalC goallndex=2 displaylndex=4 search trapezoidal polygon area C]
[Strategic next goal on failure: Goal Rendezvous id=goalD goallndex=3 displaylndex=5 rendezvous area D]
[Strategic goal failed: Goal Rendezvous id=goalD goallndex=3 displaylndex=>5 rendezvous area D]

[Strategic: no next goal; go to recovery paint]

[Strategic thread ending]
[Pause execution command received from workbench]

[Dec 26 12:36:12] INFO (Execution.java:1476) - Pause execution command received from workbench for vehiclelD 0

-

AUV Workbench system output console

Email output| | Clear || Copy ” Save




MeaMission.xml simulation 8, transit

8 AUV Workbench -- Default AUV Workbench project [C;fauv/Aquorkbench/MyAuvwﬂojec‘tstefauIthject
File Select Mission Edit Mission Run 1 Communications Epvironment Geospatial Parameters Tools Updates View 1 Help
I MEAMission.xml 20D View IE
-828 -600 675 -650 626 -500 -475 -460 -425 -400 378 -350 325 -300 275 -250 -228 -200 175 -150 25 -100 76 -50 -25 o 5l
0. ...\M Launch Position [450.0, -460.0] Start point \nitial Goal o
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s 2. G Goal Search (id=goal&) search operating area A i :- l E: Current Goal
- - -
s 3. G Goal Sample Environment (id=goalB) sample operating area B et T £ geeeesstate, [[Nex Goal an Success | o
. & . :; i ! Next Goal on Failure
F 4, G Goal Search (id=goalC) search trapezoidal polygon area C M 4 H 4 $ . 9
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¥ 5 G |Goal Rendezvous (id=goalD) rendezvous area D g E Q P = £ -.'ﬂ:mme? :
5. B Avoid (id=AvoidArealaunch) Launch obstacle before goalA ~ : ) & : ~
850 * 3 cessew e - 850
o Sy GO I
. . s
: : :
625 - 625
: 5
’ .
Y .
/00 o - B00
* -
: 8
575 : |- 575
K
- ¥ [
= - *Recovery i s}
: I
. ] . .
626 - 5 525
O—
L] down
500 . 500
-
-
-
0
.
475 . 475
-
-
-
40 450
25 425
L an 25 600 A5 650 626 600 475 450 425 0 ars 350 a2 A 25 250 225 200 175 150 2% 100 75 50 26 [
Save Mission ” Save As... ” Close Mission ‘ = — = =
System Console [Strategic next goal on failure: Goal Rendezvous id=goalD goallndex=3 displaylndex=>5 rendezvous area D] <
[Strategic goal failed: Goal Rendezvous id=goalD goallndex=3 displaylndex=>5 rendezvous area D]
Vehicle type [ Multiple loops [Strategic: no next goal; go to recovery point]
‘Aries UUV, NPS v| [ Real-time run [Strategic thread ending]
[Pause execution command received from workbench]
[Dec 26 12:36:12] INFO (Executionjava:1476) - Pause execution command received from workbench for vehicleIlD 0
[Resume execution command received from workbench]
[Dec 26 12:37:19] INFO (Execution.java:1482) - Resume execution command received from workbench for vehicleIlD 0
[parsed Waypoint command (550.0 -400.0 3.0 at time 1849.5 seconds (0:30:49) Goal-search transit waypoint 1]
[Pause execution command received from workbench]
[Dec 26 12:37:31] INFO (Execution.java:1476) - Pause execution command received from workbench for vehiclelD 0
D E
= AUV Workbench system output console Email output | | Clear || Copy ” Save

Multiple-mission actions:




MeaMission.xml simulation 9, recovery

& AUV Workbench -- Default AUV Workbench project [C;fauv/Auv’Workbench,'MyAuwiPlojeﬁs,’DefauIthject

File Select Mission Edit  Mission Run |
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G Goal Search (id=goalA) search operating area A
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Vehicle type ] Multiple loops
|Aries UV, NPS ~| L Real-time run

Multiple-mission actions:

System Console [Leaving inter-vehicle communications multicast group]
[vehicle telemetry results file closed]
[ST725 sonar instantiated]

[ST1000 sonar instantiated]
[vehicle controllers instantiated]
[mission simulation end: completed single loop]

. plot production complete
.. mission complete

[Execution level complete, finished execution.uuv.UuvExecution thread, please wait while recording results..]

plot production started... MEAMissionTelemetry2012.12.26 12.26.07.520_PSTxml
invocation: newTelemetrySubTree(newTitle=MEAMissionTelemetry2012.12.26_12.26.07.520_PST.xml, newTelemetryFilePath=Ch\auv\AuvWorkbench\MyAuvwProjects\Defaultf

-

n |

AUV Workbench system output console

Email output| | Clear || Copy ” Save




MeaMission.xml simulation 10, complete
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Observations on mission definition

Mission Execution Automaton (MEA) formalism
assumes human generation of mission orders
Example expressed using AVCL with visual interface

Can also be expressed in other languages such as
Java, Prolog, CLIPS rule sets, C++, etc.

As shown in multiple RBM theses, dissertations

Key insight #3. Responsible parties can only
command mission orders that are:

| Understandable by (legally culpable) humans
FE&T Reliably and safely executable by robots



Presenter
Presentation Notes
This presentation demonstrates 2 implementations illustrating the example mission


Result

Validation by humans + systems
that orders are

well-defined and applied with

ethically sound constraints

r'm w7y
\Y

N4



Responsibility and accountability

Culpability, liability are problematic for Al agents

Command responsibility must be accompanied by
Authority and Accountability

In this approach, humans remain responsible for
correct mission tasking and approval of ethical
constraints — preserving necessary oversight

— for release of potentially lethal force.
r' P y

W



So how might we ensure that
ethical constraints on missions
have been correctly applied?

Telling this story widely and
clearly Is our next challenge.

—y Meanwhile: here I1s one way...
r'"f P y
W/



Mission Execution Ontology (MEO)

Semantic Web supports well-defined expression
of logical rules and relationships

Mission goals, capabilities, tasks and ethical
requirements can be defined formally

With tractable computation by reasoning engines

MEO applies Web Ontology Language (OWL),
Resource Description Framework (RDF) lets
mission correctness be validated logically

_ Open standards, World Wide Web Consortium (\W3C)
Multiple proven implementations available



Concepts
Roles

Mission
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Concepts

_______________________

' Dashes indicate roles or |
' concepts defined in terms |
! of other roles or concepts |

_______________________
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Example Mission MEO Validation
using Protégeé Tool

--------
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Project status

Advances Iin theory
o Ability to express missions with constraints
« Can validate both correct syntax, coherent logic

Ready for simulation and experimentation
* Add constraints to AVCL and AUV Workbench
* Create large suite of testable mission examples
= « Export missions to a variety of actual robots
NPS]
r'mw -
N4
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Review of take-away points

Humans in military units effectively deal with
moral challenges without ethical quandaries.

Ethical behaviors don’t define mission plans;
ethical constraints inform mission plans.

Naval personnel can only issue orders that are:
Understandable by (legally culpable) humans, and
Reliably and safely executable by robots.

Robot mission tasking can be carefully reviewed
and approved by humans, with formal validation
of ethical correctness and completeness.



Beware the HAL effect

If one allows robots to HAL 9000
reason from general
principles...

.. outcomes become (7=
unpredictable! Sy,

S —

r'm -

W I'm sorry Dave, | can’'t do that...


Presenter
Presentation Notes
Attribution: https://commons.wikimedia.org/wiki/File:HAL9000_Case.svg - CC 4.0


Corollary to HAL effect:

Humans assume robot anthropomorphism:

“Of course my robot Is smart enough to
not make such dumb mistakes!™

Robots are not humans, don’'t assume
human reasoning or commaon sense.

(NP,
- -
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