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NPS AUTONOMOUS UNMANNED VEHICLE (AUV) WORKBENCH 
https://savage.nps.edu/AuvWorkbench   

1. The NPS AUV Workbench supports physics-based modeling and visualization of autonomous vehicle behavior 
and sensors.  Our “3 R’s” are Rehearsal, Run-time control and Replay for air, surface and underwater robots. 

 
 Animation based on high-fidelity vehicle-
specific hydrodynamics & aerodynamics, be 
configured to model arbitrary vehicles. 

 
 Extensible 3D (X3D) graphics models for 
numerous kinds of robots 

 
 Networking via the Distributed Interactive 
Simulation (DIS) Protocol allow 
visualization across networks utilizing 
custom or off-the-shelf web browsers. 

 
 Virtual environments support control 
algorithm development, control constant 
testing, mission generation and rehearsal, 
and replay of completed missions in a 
benign laboratory environment. 

 
2. Graphical mission generation provides: 
 
 Automated generation of mission   

specifications in an XML-based command 
language supports mission scripting, 
vehicle-to-vehicle, vehicle-to-agent, and 
vehicle-to-human communications, as well 
as storage of runtime telemetry data. 

 
 Can convert Autonomous Vehicle Control 

Language (AVCL) missions into different 
robot dialects and command languages. 

 
 Efficient serialization and transmission of 

generated imagery, telemetry and report 
products using XML Schema-based Binary 
Compression (XSBC) and Forward Error 
Correction (FEC) techniques. 

 
 Initial 3D sonar visualization capabilities. 

 
3. XML-based Tactical Chat (XTC) uses the open-standard Extensible Messaging and Presence Protocol (XMPP) 
for communications among remote vehicles and individual operators, either in the virtual or real worlds. 

 
 Reliable asynchronous data transfer between AUVs, other vehicles, agents and human controllers. 
 Automatic logging of all communications in a schema-constrained XML format that facilitates data 

retrieval for post-mission analysis and scenario reconstruction. 
 
4. Nightly builds of the AUV Workbench codebase allows automatic updating of workbench software, keeping 
mission planners equipped with the latest technology to conduct full-scale mission planning, rehearsal, execution 
and playback for analysis of multiple robots.  Open source license is royalty free for any use.  Java source code and 
XML data files are under version control for team development.  Mailing list available for help and contributions. 
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5. Geographic Information System (GIS) view, tactical 2D view and X3D view all coregister correctly and 
consistently align with top of the screen (with North == X3D +X axis).  Three views facilitate physics-based 
mission planning and results evaluation with multiple geo-referenced views of the battlespace environment. 
 
 Detailed GIS data for Monterey Bay 

and Panama City Florida 
 
 Selectable geographic origin for 

background X3D scenes including 
Bremerton Washington and 
San Clemente Island California 

 
 Convenient image snapshot ability, 

with support for free GNU Image 
Manipulation Program (GIMP) or 
other editing tools 

 
 Online repository of GIS datasets 

which can be downloaded onto local 
machine for display 

 
6. Planned and actual mission files are now organized as project directories, allowing easier modeling and 
maintenance of related missions.  Project compression produces a single .zip file for easy sharing.  Archive of 
project examples available online via https://savage.nps.edu/RobotTelemetry  
 

7. Integrated telemetry plots 
allow direct inspection of 
relevant control data. 
 
 New telemetry plot pane 

providing jFreechart graphs 
of state variables 

 
 Import telemetry files from 

different robots into AVCL 
missions for SeaFox USV, 
Rascal UAV, Solar AUV 
and Scan Eagle UAV 

 
 Mission metadata can be 

collected/annotated for each 
new mission run, or played 
back and further annotated 
for post mission analysis 

 
8. AUV Workbench autoinstaller publicly available at https://savage.nps.edu/AuvWorkbench/install.htm 

 
9. Upcoming tutorial at beginning of Unmanned Untethered Submersibles Technology (UUST) Symposium, 
19-22 August 2007, hosted by Autonomous Undersea Systems Institute (AUSI) in Durham New Hampshire, 
http://www.ausi.org/uust/uust.html  
 
10. Fifteen years of extensive published research papers, theses and dissertations included in help system.  Ongoing 
research collaborations and partnerships with government agencies, industry and individuals are all welcome. 
 
Contact: Don Brutzman (brutzman@nps.navy.mil), Modeling, Virtual Environments and Simulation (MOVES) 
Institute and NPS Center for AUV Research, Naval Postgraduate School, Monterey, California. 



















Our Organization

The Web3D Consortium is a public and private 
industry-supported and non-profit international 
standards organization committed to the creation 
and deployment of a royalty free, open standard 
for communicating real-time 3D graphics on the 
web. 

With a long history of innovation and achievement, 
today, the Web3D Consortium develops and 
deploys the ISO-Certified Extensible 3D graphics 
(X3D) standard. X3D is a suite of specifications 
defining a common scenegraph model. The X3D 
standards cover data encodings, file formats 
and a run-time architecture to represent and 
communicate 3D scenes and objects. X3D 
applications are real-time, interactive, animated 
systems that can run stand-alone or in networked 
virtual environments. 

Web3D has cooperative development agreements 
with key international bodies to advance the 
interoperation and value achieved by the X3D 
standard across industries : 

World Wide Web Consortium 
(W3C)

International Standards 
Organization (ISO)

Open Geospatial 
Consortium (OGC)

Digital Imaging 
Communication in Medicine 

(DICOM)

Extensible 3D (X3D) Highlights

X3D provides a level of abstraction above 
rendering  and media libraries such as OpenGL/
DirectX. In X3D, scenegraph content can be 
organized, modified and displayed in real time 
without requiring low-level graphics programming. 
X3D‘s intention is to bring interactive 3D graphics 
to the web-wide audience. Through its XML and 
Binary encodings, X3D integrates the best of the 
networked information environment.

X3D Applications

The Web3D family of specifications provides a 
system for the storage, retrieval and playback 
of real time 3D graphics content embedded 
in applications, all within an open architecture 
to support a wide array of domains and user 
scenarios. X3D has a rich set of componentized 
features that can be extended for specific vertical 
market needs. For example, active Web3D 
Working Groups are tackling key visualization 
challenges in: Engineering, Science, Medicine, 
eDesign, and Education & Training. 

As new markets emerge such as Virtual Worlds 
and Augmented Reality, X3D protects your digital 
assets, providing a platform-independent means 
for data interoperability and durability.

Why Join Us

Adoption and deployment of X3D is growing with 
content and applications in various sectors and 
across all hardware platforms. Join our innovative 
community of developers who continue to prove 
X3D is the future for real-time 3D graphics 
applications over networks. Join us in developing 
the X3D specification and gain early access to the 
standard while networking with leading Web3D 
technology experts! 

To join, visit us at www.web3d.org.

http://www.web3d.org/casestudies/

X3D: THE 3D REAL-TIME 
SOLUTION FOR  
THE WEB

Partial Member List

NASA Naval Postgraduate School

Oxyala-Collaviz	 Virginia Polytechnic Institute and 
State University (Virginia Tech)

Bitmanagement University of Suwon

Fraunhofer IGD Électricité de France (EDF)

Octaga AS Planet 9 Studios

SenseGraphics Yumetech

KAIST - Korea German Research Center for 
Artificial Intelligence (DFKI)

	



Membership Benefits

Web3D Working Groups
X3D (Base Standard) ComputerAidedDesign (CAD)
X3D-Earth Humanoid Animation
Medical Marketing
User Interface Web3D Chapters 
Networking Web3D SIGs

Web3D Consortium 
325 Sharon Park Drive, Suite 623 
Menlo Park, CA 94025 USA 
Phone:	+1 248 342 7662 
Fax: 	 +1 248 457 8018

TO JOIN, VISIT US AT 
www.web3d.org/membership/join

 

OR CALL 
Executive Director, Anita Havele at +1 248 342 7662

Join the Web3D Consortium 
and become a part of this 
evolving 3D standard.

X3D  OPEN STANDARDS FOR 
REAL-TIME 3D COMMUNICATION
http://www.web3d.org

Partnerships

Directing, Organizational and Individual members 
are able to participate in the Working Groups 
and contribute towards the development of 
best practices and specifications for Web3D 
Consortium standards.

ORGANIZATION
•	Board Election Eligibility •	Working-Group Participation

•	X3D Spec Voting Rights •	Waiver to Adopter Fees

•	Early Access to X3D Spec •	Marketing Benefits

ORGANIZATION - DIRECTING
All the above Organization Benefits plus:

•	Board Membership •	Marketing Emphasis

PROFESSIONAL / STUDENT
•	Working Group Participation •	Early Access to X3D Spec 

 
Marketing 

Web3D is an international organization; through 
membership, companies can realize significant 
marketing benefits including: exposure on 
web and print material, outreach presence at 
international events and trade shows, joint press 
releases and member product discounts.

Technology
Technology is what we do. Companies, academics 
and professionals can all benefit from early 
access to the standards discussions, document 
pipeline and conformance efforts. 

3D REAL-TIME SOLUTIONS
FOR THE WEB

Chapters Groups

Chapters are a vehicle for local and regional 
groups to organize professional and technical 
actvitities related to Web3D‘s advancement and 
use.  Information on Web3D Chapter Groups is 
available at: 

www.web3d.org/about/chapters

Special Interest Groups

Special Interest Groups (SIGS) are an open 
(public) vehicle for those interested in Web3D 
issues to incubate, discuss and gather 
momentum toward a specification item or a 
formal Working Group Charter. SIGs chartered in 
2010 include: 
•	 X3D and E-Learning
•	 X3D and Augmented Reality (AR)
•	 X3D and Networking

www.web3d.org/about/sigs



X3D: Extensible 3D Graphics
for Web Authors

Visualize Scientific Models
No prior programming experience required

Model real-world processes
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Polygon 
geometry

Web 
publication

Coloring of materials

Image texturing 

Data interpolation for animation

 User interaction  

Extensible 3D (X3D) Graphics is a royalty-free international standard 
designed for Web browsers and model interchange.  

Scene graph principles are common to many different 3D technologies.  
Course support includes a textbook, detailed slides, a free authoring tool, 
hundreds of example scenes, and complete online video for each lesson.

http://x3dgraphics.com/

Learn 3D Modeling, Build a Project
MV3204 - Computer Graphics using X3Dwith

Add X3D Viz Chapter to your Thesis
MV4205 - Advanced X3D Computer Graphicswith

     online videos    
     

    f
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d s
lides       hundreds of examples

Instructor Don Brutzman
brutzman@nps.edu



Order direct from Morgan Kaufmann Publishers                                                   
and receive 20% off and free shipping! 

Please refer to code 85511.  
Mail: Elsevier Science, Order Fulfillment, 11830 Westline Industrial Dr., St. Louis, MO 63146 

Phone: US/Canada 800-545-2522, 1-314-453-7010 (Intl.) ▪ Fax: 800-535-9935, 1-314-453-7095 (Intl.) 
Email: custserv.mkp@elsevier.com ▪ Visit Morgan Kaufmann on the Web: www.mkp.com 

ORDER MUST BE PLACED THROUGH CUSTOMER SERVICE IN THE UNITED STATES, AND IS NOT VALID THROUGH ANY 
OTHER CUSTOMER SERVICE DEPARTMENT 

X3D: Extensible 3D Graphics for Web Authors
 

by Don Brutzman and Leonard Daly 
 

April 2007 ▪ ISBN10: 0-12-088500-X ▪ ISBN13: 978-0-12-088500-8 ▪ Paperback ▪ c. 472 Pages ▪ $69.95 
 

A Volume in the Morgan Kaufmann Series in Interactive 3D Technology 

 
 
 
 
 
 
 
 
 
 
 

 
“Don Brutzman and Leonard Daly clearly and thoroughly illustrate each logical 
concept and feature of X3D with diagrams, tables, code snippets, screenshots of 3D 
objects/environments, and example scenes, while making use of the very latest 
specifications and implementations. Their approach contributes greatly to an easy 
and in-depth understanding of the X3D language. This book is the ultimate 
introductory guide to X3D!”   

—Dr. Vladimir Geroimenko, University of Plymouth,  
School of Computing Communications and Electronics, Plymouth, UK 

 
Interactive 3D graphics are rapidly expanding the ways in which the Web can be used to 
communicate, teach, and entertain. In recent years, the demand for interactive 3D has 
undergone explosive growth, with applications appearing in areas as diverse as medicine, 
science, industry, and entertainment. X3D: Extensible 3D Graphics for Web Authors is 
the first book on the new standard for interactive 3D graphics: X3D, or “Extensible 3D,” 
the XML-capable successor to Virtual Reality Modeling Language (VRML).   

 
Developed by the Web3D Consortium’s X3D Working Group, X3D is a powerful and flexible language that can support 3D 
applications ranging from simple animations to the latest computer games. Now based on the Extensible Markup Language 
(XML), X3D elevates 3D graphics to “first class citizen” status among the many languages used for the Web. X3D is also 
approved by the International Standards Organization (ISO). Don Brutzman, who helped to organize annual symposia on 
VRML and is a founding member of the Web3D Consortium, and Leonard Daly, secretary of the X3D Working Group and a 
professional member of the Web3D Consortium, have combined efforts to create a timely and important new book that 
teaches the essential principles of Web-capable graphics while showing scene authors how to build and connect X3D models. 

 
KEY FEATURES 
 

 The first book on building interactive X3D content for the Web, written by two designers of the standard 
 Plentiful illustrations and screen shots in the full-color textbook, with matching examples and explanations 
 Companion Website with extensive example content, the X3D specification, sample code and applications, 

content-creation tools, free chapter, and links to compatible X3D browsers at http://X3dGraphics.com  
 
 

 

 

 
 

 
 
 
 
 

MORGAN KAUFMANN PUBLISHERS 
an imprint of Elsevier 
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Bringing Physically-Based Simulation into the Cloud 
 

Dissertation of Loren Peitso     Advisor: Don Brutzman, Ph.D; Committee: Rudy Darken, Ph.D, Arnie Buss, Ph.D 

The Problem 
Distributed sims as they currently exist can be (over)simplified down to a dissimilar set of communicating stovepipes.  And 
these stovepipes all suffer from the same problems: network latency, scalability, multi-domain capability, repeatability 
and reusability.   Network latency is looked upon as an unassailable limitation, a simulation textbook even calls it a 
fundamental property. So sim stovepipes merely attempt to add as little latency as possible to the communications. A 
number of these mislabeled ”latency reduction” techniques even entail discarding of information.   Scalability is largely a 
victim of the latency problem, to limit latency effects without actually limiting latency, sims use client-server relationships 
with servers sitting between many clients.  The server computes and referees ground truth, providing an everything-has-to-
go-through-here bottleneck. The current best examples of scaling are massively multiplayer online games such as World of 
WarCraft. WoW servers are capped at just 3000 participants each and while that may seem like a lot, in 1995 NPSNET was 
operating with 150 participants. A mere twenty-fold increase in participants compared to a thousand-fold increase in CPU 
performance is just plain ineffective progress.  Multi-domain interactions for distributed simulations are limited and often 
notional, or table based, rather than physically-based. Commonly the predominant motion model is highly accurate, such as 
a high fidelity flight model in the local flight simulator, but other simulation entities operate with simple or notional motion 
models.  Even when advertising physics-based simulations, the predominant goal is to present visually good enough in as 
small a computational footprint as possible, not real physical accuracy.  For entertainment  and some training these may be 
acceptable tradeoffs, but other uses such as engineering analysis and tactical evaluation cannot accept the tradeoffs 
training and entertainment simulations have used for years.  Additionally, the communications protocols do not provide real, 
accurate and repeatable interoperability because they cannot.  Each stovepipe is hardcoded with its own methodologies, 
models and assumptions and these independent sims are then grafted into a large distributed simulation, only made 
possible by custom communications layers for each and every stovepipe. Which sim computes what first often determines 
the overall end result, that’s not a consistent and predictable outcome. Across the varied stovepipes even constants such as 
gravity may be called gravity, but it’s common that the actual values each simulation uses are different due to rounded-off 
assumptions. And that is enough to make the sims act just differently enough to create ambiguities and limit that what these 
large distributed sims can accomplish. The stovepiped nature of simulation development combined with the above 
limitations make model and code reuse difficult to impossible across simulation packages.  This raises the total cost of 
simulation and hinders the ability of the simulation field to produce enhanced simulation models able to address deeper and 
more interesting questions. 

This Project’s Approach 
This dissertation describes the a simulation engine architecture designed for massively parallel/massively distributed 
evaluation of engineering-quality physically-based actions. It is designed to support real-time performance with (equipment 
or human)-in-the-loop interactions as a core requirement. The demonstration implementation shows good performance in 
five key simulation properties: network latency mitigation, scalability, multi-domain capability, repeatability and 
reusability. A core contribution of this work is the network latency mitigation accomplished through projections of future 
motion, latency hiding is critical to supporting accurate, scalable (equipment or human)-in-the-loop interactions. This is 
accomplished by adapting a discrete event driven simulation paradigm into a massively parallel/massively distributed 
physically-based collision resolution system.  Multi-domain physics is enabled by treating electromagnetic and acoustic 
energy interactions with objects as just another collision within the unified collision detection system. Reusability is provided 
by a uniform shared environment providing a common baseline for shared models and references to appropriate 
environmental data. This provides an overall software infrastructure conducive to models being formulated as components 
with shared, consistent assumptions. No stovepipes here. 

Additional Future Benefits 
A common shared cross-domain physically-based simulation environment will allow the verification and validation process 
to be much less difficult compared to individually verifying and validating each domain in its own separate simulation 
environment and then verifying and validating the combinatorially increasing number of interactions between those separate 
environments after the simulations are combined. Another positive benefit of the methodology used for the demonstration 
implementation of this research is enhanced maintainability. The implementation architecture follows a loosely-coupled 
object-oriented design, which simplifies the task of creating composable and reusable components. Loose coupling and 
componentization will be further enhanced with a standards based approach for defining the architectures necessary 
interfaces.  Such an approach imitates the architecture of the World Wide Web, the preeminent example of information 
processing and sharing scalability to date.  Thus this work is expected to enable coherent multi-resolution shared 
physical state on a global scale.                        

For more information email lepeitso@nps.edu or call at (831) 656-3009 
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http:// http://exificient.sourceforge.net/

GZip

EXI

EXI Avg

<MOTIVATION>

Compact & Efficient XML

Better Compression than other Techniques with Binary Data 

Binding

Bandwidth Maximization / Deepening The Web

Extends XML use to Low-bandwidth, High- Volume Domains

Standardization and Interoperability

World Wide Web Consortium Member Created 

“Best of Breed Solution”

Application To DoD

• DoD is Heavily Invested in XML

• DoD Files are often Numerically Intensive

• DoD Files are often Very Large

• Next Generation of Devices Supported

• DoD Tactical Networks are Bandwidth Limited

EFFICIENT XML INTERCHANGE (EXI) COMPRESSION AND PERFORMANCE BENEFITS: 

DEVELOPMENT, IMPLEMENTATION AND EVALUATION

<CONCLUSIONS>

EXI Deliver Statistically Significant XML Improvements

EXI has DoD Specific Expectation of Doubling Bandwidth Potential

Passes The Litmus Test Of Technology Development

• More - Deeper network penetration with all the benefits of XML

• Better – Usage with what you already have transparently

• Faster – Information exchange

LT Sheldon L. Snyder

<PROBLEM STATEMENT>

Network Edge Devices Unable To Process Native XML Format 

(Battery, CPU, Bandwidth)

• XML is VERBOSE

• XML is Text Only = Computationally Expensive

− String to Numeric Conversions

− Memory Intensive

− Power Demanding

Net-Centric Warfare Requires XML 

• Every Sailor and Soldier is a Sensor (Low Bandwidth mobile edge)

• System of Systems Interoperability (the DoD Information Warfare vision)

Why Not GZip 

• Because it Doesn’t Address Processing Efficiencies 

• Better Compression can be Achieved for XML

<!-- FURTHER INFORMATION -->
Contacts:

Don Brutzman, brutzman@nps.navy.mil, 831.656.2149
Sheldon L. Snyder, slsnyder@nps.edu

<SOLUTION>

Standardized Compact And Efficient Binary Xml Format: 

Efficient XML Interchange (EXI)

• Both commercial and open-source implementations 

available

W3C Endorsed

• Up to Hundreds of Times Smaller, Faster than Native XML

• 100% Compatible with XML, Including Schema-based, Free 

Form or Multiple-Namespace Hybrid XML

Analysis of Common Compression Techniques at 95% alpha factor
EXI (schema and schemaless) deliver statistically smaller files

EXI compared to GZip (standard compression) in the long run average is 
42% of GZip = 116% increase in bandwidth potential for DoD

http://www.agiledelta.com/product_efx.html

773 XML examples 
compared in the W3C EXI 
Test Corpus hosted at NPS

http://www.w3.org/Ubiweb/


RESEARCH QUESTIONS
This work addresses the following questions.
1. Can an XML document that includes XML Encryption and XML 

Signature Elements provide adequate security commensurate 
with the security level of the data contained therein?  

2. Do the standardized XML Signature, XML Encryption and 
authentication recommendations satisfy Information 
Assurance (IA) requirements within the construct of 
Discretionary Access Control (DAC) while transmitting or 
sharing data, including different gradients within unclassified 
classification levels for which each group of users are 
authorized to view?  

3.  Can an XML document or message fragment be restricted to 
showing the appropriate level of allowed data access by 
automatically checking the credential store local to the 
machine from which it is being accessed?   

4. Do these techniques further apply when used in Web Services 
and real-time XML chat messaging, as well as X3D 
visualization and simulation streaming? 

5. Can document-level XML security be compatibly applied within 
both current and projected restrictions and best practices 
governing coalition and multiagency operations?

DOCUMENT-BASED MESSAGE-CENTRIC SECURITY USING XML AUTHENTICATION 
AND ENCRYPTION FOR COALITION AND INTERAGENCY OPERATIONS

Master’s Thesis, Naval Postgraduate School, Monterey California USA, September 2009

MOTIVATION
Diverse often-changing members of multinational or multiagency 
coalitions cannot share sensitive data over shared networks because 
their security policies always differ widely.  Document-based security 
via international Web-based standards is possible using XML Digital 
Signature, XML Encryption, and Efficient XML Interchange (EXI) 
compression.  Network independence provides a globally interoperable 
means for secure exchange of messages among trusted partners. 

XML Digital Signature provides message integrity, sender 
authentication, and sender non-repudiation of the message fragment or 
the document by default.  XML Encryption provides confidentiality.      

The appropriate application of Web-based XML security provides 
discretionary access control (DAC) to support the secure dynamic 
exchange of information, even when used between entities employing 
dissimilar systems via an insecure transport.  The strength of the 
encryption is simply dependent upon the encryption algorithm chosen.  

Common use of international standards promotes trust between 
organizations because each participant is responsible for choosing and 
supporting independent sets of tools based upon consistent standards.

CONCLUSIONS
XML security using XML Digital Signature, XML Encryption, 

EXI compression and XML authentication provides a viable 

international solution for securely exchanging unclassified 

information.  This method can work dynamically across an 

insecure transport between joint, coalition, multinational and 

multiagency organizations.  This work can be applied across 

a variety of transport protocols including http/https, ssh/sftp, 

web services and XMPP chat sessions.

Contact Information

Don Brutzman, PhD. Thesis Advisor

brutzman@nps.navy.mil

Don McGregor  Second Reader

mcgredo@nps.edu

Jeffrey S. Williams Information Professional

jeffrey.williams2@navy.mil

LCDR Jeffrey S. Williams Sr., USN

METHOD

Protocol Analysis 
Evaluation of protocols, ordering, and methodology is 

based upon W3C Recommendations for XML security to 

provide adequate protection for unclassified documents.

Interoperability Testing
Testing was conducted for encrypted and signed XML 

messages across multiple platforms to ascertain its validity 

using a variety of XML languages. Document exchange 

included Linux, Windows and Mac OS X operating systems 

using Internet Explorer, Firefox, and Safari web browsers.  

Exemplar
A practical usage of XML Digital Signature, XML 

Encryption, Compression and XML Authentication is 

demonstrated within exemplar scenarios and use cases    

for multinational and multiagency operations. 

An open-source document authoring tool is online at 

https://savage.nps.edu/X3D-Edit with examples at 

http://web3d.org/x3d/content/examples/Basic/Security

Sender

Document
Digitally Signature

(Optional)

Encryption

(Optional)

EXI

ZIP

GZIP

Lossless

Compression

(Optional)

Transmit

Untrusted Network Transport

EXI

Decompression

(One or more fragments )

(Optional)

EXI

ZIP

GZIP

Decompress

(if  data is 

compressed)

Authenticate

(if signed)

Document

Recipient

ReceiveDecrypt

(if data  is encrypted)

EXI Compression

(Perhaps one or more 

fragments)

(Optional)
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C4ISR Situational Awareness via Data-Driven Virtual Environments 
 

Providing 21st-century command & control intelligence surveillance and reconnaissance (C4ISR) situational 
awareness for Warfighters using physics-based modeling, simulation, visualization and analysis 

 
Don Brutzman 

Modeling Virtual Environments and Simulation (MOVES) Institute 
Naval Postgraduate School, Monterey California 

brutzman@nps.edu  +1.831.656.2149  http://faculty.nps.edu/brutzman  
 

Motivating Challenges 

Command & control systems are high-fidelity reflectors of real-time data streams.  Track-oriented 
data exchange, sophisticated environmental models and remote sensing datasets are now becoming 
accessible in similar ways. Comprehensive integration of such advanced capabilities has become within 
reach today, thanks to the Web architecture and content capture using nonproprietary open standards.  
Warfighters need comprehensive, physically correct virtual environments providing shared situational 
awareness of both real-world state and potential outcomes.  Our laboratory’s research practice of building 
repeatable exemplars paves the way for virtual-environment deployment across the defense enterprise. 

Emerging Technical Advantages 

• Global Information Grid (GIG) strategy is converting most tactical data streams to XML 
• Syntactic conversion between formats becomes easier to accomplish and maintain 
• Massive computational resources are loosely linkable (significant power at the edge, backed by 

supercomputer processing within the cloud) 
• Environmental models and datasets are becoming directly accessible via identical techniques 
• Remote sensing data is similarly becoming available via the same Web-based data exchange 
• XML compression via Efficient XML Interchange (EXI) standard breaks the bandwidth bottleneck 

that otherwise blocks GIG strategies on tactical links 
• XML security (encryption, authentication and public-key infrastructure standards) can enable 

operational partnerships with diverse agencies and nations 
• Extensible 3D (X3D) Graphics standard has sufficiently rich capabilities for networked data-driven 

visualization of the battlespace, compatibly with Web-based infrastructure 
• X3D Earth compatibly presents geospatial datasets of choice 
• Establish X3D Computer Aided Design (CAD) import capabilities in order to unlock and reduce 

otherwise-inaccessible engineering models 
• Design and implement a common physics framework for environmental models, kinematic and 

dynamic motion, real-time collision detection, and sensor propagation 
• Discrete event, adaptive time step, fixed time step and other simulation methodologies all bridged 

in order to expose operations research (OR) analytic results compatibly with real-time C4I 
• Ability to bridge and convert between diverse network protocols and communication formats such 

as IEEE Distributed Interactive Simulation (DIS) protocol, OGC KML geospatial markup, many others  

mailto:brutzman@nps.edu�
http://faculty.nps.edu/brutzman�
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• Rich semantic track mappings between vocabularies becomes feasible and practical 
• Tactics, techniques and procedural (TTP) guidance becomes implementable and sharable using 

Semantic Web techniques  

Process Advantages 

• Participation in standards-development groups helps to pull us through the hardest problems 
• Standards adoption provides a stable business model and allows deliberate compatible growth, 

over multiple lifecycles without loss of repeatability 
• Open development processes are complementary (and frequently superior) to closed approaches 

Key Standards Organizations 

• World Wide Web Consortium (W3C) www.w3.org   
o XML, data manipulation, Semantic Web, overall architecture 

• Open Geospatial Consortium (OGC)  www.opengeospatial.org  
o Geospatial standards and service-oriented architecture 

• Web3D Consortium www.web3d.org  
o ISO-standard X3D graphics, working group process, liaison coordination 

Execution Strategy 

• World Wide Web Architecture is only system that sustainably scales to global scope 
• Perform ongoing series of “walk the walk” projects that demonstrate key capabilities for early-

adopter agencies and commands 
• Build cadre of knowledgeable NPS graduates who have applied real-world experience to state-of-

the-art challenges and capabilities in masters theses and Ph.D. dissertations   
• Produce open-source implementations with business-friendly licenses that protect government 

interests while encouraging adoption of data standards 
• Encourage and stabilize corresponding commercial implementations 
• Construct, grow and maintain online archives  

o Code-based applications using data archives, unclassified and FOUO 
o Content-based models, both for tactic behavioral rules and for interactive visualization 

• Metadata for documenting key parameters to ensure clarity of definitions, long-term  comparability 
and analytic repeatability 

• Adopt and adapt both proven global standards and compatible best practices that together 
complement the DoD C4ISR architecture  

o Anti-Submarine Warfare Community of Interest (COI) 
o Mine Warfare Community of Interest (COI)  

• Enterprise strategies are slow to start but then scale and deploy broadly  
 
 

Project inquiries are welcome.  Please consider how we can help your organization become an early 
adopter of these inevitable outcomes.     

http://www.w3.org/�
http://www.opengeospatial.org/�
http://www.web3d.org/�
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