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Abstract

Ensuring ethical robot behavior requires complex represen-
tations and methodologies designed to guarantee it. Our ap-
proach extends frameworks already used by the U.S. military
to ensure human ethical and doctrinal behavior by human be-
ings. These have built in advantages of being able to express
complex plans and constraints, yet remaining intelligible to
humans, a requirement for ethical responsibility and liabil-
ity. To extend the framework to machines, mission constructs
are expressed using an Autonomous Vehicle Command Lan-
guage (AVCL) expressing mission actions and outcomes that
can readily be translated to runnable source code in several
programming languages. Missions written in AVCL can be
validated via translation to an RDF/OWL Mission Execution
Ontology (MEO) supporting queried proofs of ethical cor-
rectness. MEO ensures that missions are both semantically
valid and compliant with ethical constraints. These technolo-
gies implement a simulation, testing, and certification regime
that can serve as a foundation for human authority over and
trust in robots capable of lethal force.

Robotic agent capabilities are evolving rapidly, compli-
cating the challenge of controlling them. In particular, the
problem of maintaining human control of robots similar to
that exercised over human armed forces members is com-
plicated by robot inability to understand and execute natu-
ral language directives and constraints. A number of authors
express skepticism that ethical robots can even be achieved.
(Forbes.com 2019) However, we offer evidence that recent
development of action languages intelligible to both hu-
mans and robots makes it possible to achieve these control-
oriented goals.

Challenges and Criteria for Ethically
Compliant Systems

Our work adapts frameworks for human ethical responsi-
bility used successfully in collaborative military operations,
even across varying human cultures and platforms. These
frameworks are rooted in international humanitarian law
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(Wikipedia 2021a) and are frequently manifested in mili-
tary training and operations as Rules of Engagement (ROE)
(United States Marine Corps Post 2005; Wikipedia 2021b)
that ”define the circumstances, conditions, degree, and man-
ner in which the use of force, or actions which might be con-
strued as provocative, may be applied.” U.S. armed forces
are trained in ROE and associated ethics doctrines that em-
phasize ultimate human responsibility for the actions of mil-
itary organizations of human agents. This emphasis on hu-
man beings as controlling ethical actors is explicitly pre-
served in U.S. doctrine about robot autonomy (U.S. Depart-
ment of Defense 2012). We identify implicit requirements of
these frameworks, transferred to a human-robot context.

 Predictability. Robot control methods and associated
development methodologies must be sufficiently reliable
to enable prediction of robot behavior in any situation.

* Authority. Robot control must support ultimate (indi-
rect) control by qualified, well-informed humans over
robot outcomes.

* Responsibility. Because only human beings can adopt
moral responsibility, any robotic failures must be trace-
able back to a specific human entity (e.g. programmers,
manufacturers, operators, leadership).

* Liability. Liability assignment (whether legal or moral)
requires that parties involved in robotic development and
employment can reasonably foresee outcomes for which
they are responsible.

The question of which autonomy approaches might sat-
isfy the above requirements is a subject of active research.
Research and operational experience by the authors over the
past two decades has informed our own conceptualization of
how the problem must be solved. Some top-level, recurring
criteria include:

» Expressiveness. A robot control framework must be able
to express real world missions at a useful level of detail,
including actions and goals, decision criteria, sequenc-
ing, and constraints upon behavior. Actions and goals
should be decomposable into smaller elements to mirror
human cognitive methods of dealing with complexity.

* Relevance and Intelligibility. Ideally, the framework
should smoothly integrate with existing military and civil
frameworks for control and decision-making for human
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Figure 1: The RBM software architecture is based on the
hierarchical control paradigm employed in naval vessels.

beings. This implies that all humans developing or us-
ing the robot system must understand the framework and
how their own choices contribute to its behavior.

Provability & Tractability. To ensure robot control and
predictability, the framework should support proofs that
robots will behave ethically, and particularly proofs of
robot compliance with behavioral constraints. This cri-
terion creates a tension with Expressiveness, as power-
ful, expressive mission representations may not be easily
amenable to proof.

* Developmental Usability. To ensure wide applicability,
the framework must be easily used by developers of real
world robot control systems, across platforms and lan-
guages.

The RBM Architecture

Over years of practice, the authors developed a number of
formalisms that meet all the above criteria. As a conceptual
framework, we developed a three-level control architecture,
the Rational Behavior Model (Byrnes et al. 1996), shown
in Figure 1, that applies roles and tasks familiar to manned
ships and aircraft to a robot context.

» Execution is the lowest control level, analogous to ju-
nior human crew members executing atomic commands
(e.g. "Left rudder 30 degrees”). For robots, execution in-
volves control and management of hardware systems that
directly interact with the vehicle’s physical environment.

 Tactical control directs execution level functions to
achieve more complex, but largely scripted tasks such as
directing a vessel or conducting an area search or map-
ping.

* Strategic control, in turn, oversees tactical behaviors and
corresponds to manned vessel command. Most ethical
control issues are usefully represented and addressed at
this level.

This division of roles is familiar to most military person-
nel and also supports widely used control theories in mil-
itary operations such as OODA & SDA. These roles also
help conceptualize how failures might occur and how re-
sponsibility for them might be traced back to specific human
system developers or users. The authors’ work focuses on
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Figure 2: MEA mission-flow graph for a search and sam-
ple mission with ternary branching for imminent ethical-
constraint violations.

Strategic level decision making as the locus of familiar eth-
ical reasoning patterns, but RBM highlights that Execution
and Tactical-level tasks must also be represented and imple-
mented for higher level reasoning to function correctly.

Modeling Using AVCL & MEA

The authors’ ideas about mission representations, languages
and expressiveness have evolved over many years of exper-
imentation with robot control, including sea trials with the
Phoenix (Brutzman 1994) and Aries (Brutzman et al. 2013)
Autonomous Underwater Vehicles (AUVSs). Their work has
coalesced to using Finite State Machines (FSMs) with de-
composable States as an expressive and intelligible frame-
work that is still amenable to proof.

Mission Execution Automata (MEA) (McGhee, Brutz-
man, and Davis 2012) are FSMs with several important
properties supporting control criteria. MEAs are process
flow graphs in which each Goal state embodies a task or pro-
cess extended in time; Goals may be decomposed into sub-
graphs to achieve greater modeling fidelity. Figure 2 shows
an example of a mission expressed in MEA. An important
MEA innovation is the use of three distinct transition types
between Goals: succeed, fail, and constraint. Succeed tran-
sitions typically leads to a next Goal in the larger process.
Most real world Goal failures (e.g an engine failing to ig-
nite) are modeled without any transition from the current
Goal, which is stil underway, The fail transition models only
a final, irrecoverable failure, often prompting mission abort
or recovery. The constraint transition models recognition of
the agent that the current goal is incompatible with current
ethical constraints. An insight of MEA is that constraint fail-
ures should be represented distinctly from general failures
because they often transition to a different Goal.

A recurring concern for the authors is support for proof of
ethical behavior. Earlier work restricted the use of loops in
MEAs because of difficulties deriving proofs; more recent
work relaxes the restriction provided timeout conditions are



added to ensure mission completion. By intention, lower-
level Goal pre- and post- conditions are represented only im-
plicitly in the model and must be described externally using
text and diagrams for use by developers nd commanders.

A major advantage of MEAs is that they are amenable
to formal proof, software development, and even machine
understanding, yet are also easily expressed graphically
in charts and graphical user interfaces for human un-
derstanding. For formal MEA representation, the authors
adapted their own Autonomous Vehicle Command Lan-
guage (AVCL), a schema-constrained XML data model sup-
porting autonomous vehicle mission definition, execution,
and management (Davis, Blais, and Brutzman 2006). The
authors developed a simulation and graphical display envi-
ronment, AUV Workbench (Weekley et al. 2004), for test-
ing of AVCL missions. The authors have also implemented
translators from AVCL to leading autonomy development
languages (Java, Lisp, Prolog) as well as presentation lan-
guages (HTMLS5,KML, X3D). The former effort supports
the Developmental Usability criterion by easing the pro-
cess of developing actual autonomy applications that com-
ply with the MEA framework.

MEA/AVCL Translation also supports the Provability cri-
terion by creating formal models in languages amenable to
validation, or proofs of coherent and ethical behavior. Ad-
vantage of MEA as an representation of strategic-level mis-
sions whose behavior can be guaranteed given certain as-
sumptions. Prove goals can be fulfilled, missions can be fi-
nite, constraints can be adhered to.

Validation Using MEO

The authors work on validation has also evolved, from ini-
tial efforts using Prolog (eventually rejected as potentially
undecidable) to use of dialects of the OWL language. Us-
ing the OWL ontology language(Group et al. 2009), the
authors created the Mission Execution Ontology (MEO)
(Brutzman et al. 2017, 2018; Brutzman, Blais, and Wu 2020)
, which defines classes for all relevant mission concepts.
Here, missions are defined as graphs of inter-related OWL
class instances, shown in Figure 3. OWL includes class and
property restrictions, expressed as logical formulas, that en-
force MEA behaviors. Selected MEO restriction formulas
are shown in Figure 4.

A crucial MEO feature is its use of a Vehicle class and as-
sociated Vehicle capabilities towards Goals and Constraints.
Specifically, the Vehicle canExecute property expresses that
the Vehicle can complete a particular Goal, while the Vehicle
canldentify property expresses that a Vehicle can recognize
an imminent potential violation of some ethical, doctrinal,
or command Constraint. These relationships allow the mod-
eling of complex, multi-Vehicle missions with varying Ve-
hicle capabilities as well as contingency plans for respond-
ing to looming constraint violations. MEO’s representations
naturally support the integration of human oversight into a
larger mission: for example, constraints can force consul-
tation with a human commander before engaging in lethal
force.

With the above relationships, MEO supports a variety of
logical validation proofs about defined Missions. First, MEO
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Figure 3: MEO classes and role predicates expressing the
MEA mission model structure.

can validate that proposed Vehicles are capable of complet-
ing mission Goals. Importantly, MEO can validate that no
mission execution exists in which robot Vehicles fail to com-
ply with Constraints, and can even verify that at least some
potential executions might achieve the mission Goals.

An important feature of the combined AVCL/MEA/MEO
framework is that it abstracts complex aspects of the au-
tonomy problem. Goal pre- and post- conditions and con-
ditions determining Goal success or failure are represented
only implicitly in the model. For real world mission execu-
tions to mirror an abstracted MEO execution, these details
would need to be described externally using text and dia-
grams for use by developers and commanders. Constraint
semantics, including conditions indicating imminent viola-
tion, are similarly abstracted away, and could be developed
independently of the model. Alternatively, future work could
extend MEO with Tactical- and Execution- level primitives
that model Goal and Constraint dynamics in more detail.

Two central design decisions in OWL semantics com-
plicate the use of MEO in mission modeling. First, OWL
uses an open-world semantics that assumes some world facts
may not be known. As a result, open-world OWL restric-
tions intended to constrain or bound the world sometimes
instead add to it by inferring previously unknown entities.
Second, OWL’s lack of a unique-names assumption some-
times causes unexpected inference that two model entities
are actually the same entity. The authors are currently ex-
ploring the use of SHACL shapes (Pareti and Konstantinidis
2021) to achieve proof semantics similar to OWL without its
peculiarities.

Related Work

Other authors have identified and confronted the compet-
ing challenges identified in the first section; a useful sur-
vey of algorithmic solutions is available (Yu et al. 2018). A



Rules DL Equations

Plain-language description

M = Mission Rules

M1 Mission £ JstartsWith.Goal M = 1.startsWith

M2 Mission £ Jincludes.Goal M > 1.includes

M3 Mission £ JhasConstraint.Constraint M >0.hasConstraint

M4 startsWith = includes

M5 Mission = JperformableBy.Vehicle M >0.performableBy

M6 performableBy(M,V) £ V (hasConstraint(M,C) o
canldentify(V,C))

M7 performableBy(M, V)= V (includes(M,G) o hasCapability(V,G))

A Mission can only start with a Goal and must start with exactly
one Goal

A Mission can only include Goals and must include one of more
Goals

A Mission can be constrained only by Constraints and can have O
or more

A Mission must include the Goal that it starts with

A Mission can only be performed by a Vehicle and can be
performable by 0 or more Vehicles

A Mission cannot be performable by a Vehicle unless that Vehicle
has the ability to identify all Constraints associated with that
mission

A Mission cannot be performable by a Vehicle unless that Vehicle
has the capability to accomplish all Goals included in that Mission

V = Vehicle Rules

Vi Vehicle = JhasFeature.Vehicle_Feature M >0.hasFeature

V2 canPerform = performableBy~

V3 meetsRequirement = hasFeature o canFulfill

V4 hasFeature o canTest = canldentify

\'A hasCapability(V,G) & V (requires(G,R) ' meetsRequirement(V,R))

The only allowable features of a Vehicle are VehicleFeature. A
Vehicle can have 0 or more VehicleFeatures

performableBy and canPerform are inversely equivalent

A Vehicle meets a GoalRequirement if and only if it has a
VehicleFeature that can fullfill that GoalRequirement

If a Vehicle has a VehicleFeature that can test a Constraint, then
that Vehicle can identify that constraint

If a Vehicle meets all GoalRequirements for a specific Goal, then
that vehicle has the capability for that Goal

F = Feature Rules

F1 VehicleFeature = JcanFulfill. GoalRequirement M >0.canFulfill

F2 VehicleFeature = Jcan_test.Constraint M >0.can_test

A VehicleFeature can only fulfill GoalRequirements and may be
able to fulfill 0 or more GoalRequirements

A VehicleFeature can only test Constraints and may be able to test
0 or more Constraints

C = Constraint Rules

Cl1 Constraint = JappliesTo.(Mission LI Goal)
Cc2 Constraint £ > 1.appliesTo.Goal
C3 appliesTo o includes E appliesTo

A Constraint can apply to a Mission or a Goal (and nothing else)
A Constraint must apply to at least one Goal

A Constraint that applies to a Mission must also apply to all of the
Goals that Mission includes

EC = End Condition Rules

EC1 EndCondition = {SUCCEED, FAIL, VIOLATE}

Possible ending conditions are SUCCEED, FAIL, and VIOLATE
(i.e., imminent Constraint violation)

G = Goal Rules

Gl Goal = Jrequires.GoalRequirement I >0.requires

G2 Goal & JhasEndCondition.EndCondition I
<1.hasEndCondition.End_Condition

G3 Goal £ JisNext.Goal

G4 hasEndCondition(G,SUCCEED) U hasEndCondition (G,FAIL) LI
hasEndCondition (G,VIOLATE) E isNext(G,G2)

G5 Goal(G) & <1.(is_next(G,G2) M end_state(G,SUCCEED)) LI

<1.(is_next(G,G2) M end_state(G,FAIL)) Ll <1.(is_next(G,G2) M
end_state(G,VIOLATE))

G6 Goal £ Jfollows.Goal

G7 Goal(G) & —follows(G,G)

G8 isNext T follows

G9 follows o follows = follows
G10 includes = startsWith o follows

A Goal can only require a GoalRequirement and may require 0 or
more Goal Requirements

A Goal’s ending state must be an EndCondition, and a Goal can
end with at most one EndCondition

A Goal can only have other Goals next

A Goal can only have an immediate successor based on the
existence of an ending state for that Goal

A Goal can have no more than one immediate successor in the
event of a specific ending state

A Goal can only be followed by another Goal

A Goal cannot follow itself (no loops)

A Goal follows another Goal if it is the next Goal

follows is transitive (if follows(A,B) and follows(B,C), then
follows(A,C))

All Goals in a Mission must potentially follow the starting Goal
(satisfiability vice entailment)

Figure 4: Selected MEO semantic constraints expressed as OWL restrictions.



variety of approaches are represented in the literature, in-
cluding Answer Set Programming (Berreby, Bourgne, and
Ganascia 2015), deontic (Bringsjord, Arkoudas, and Bello
2020) and action (Wooldridge and Van Der Hoek 2005) log-
ics, analogical reasoning (Blass and Forbus 2015), Markov
Decision Processes (MDPs) (Nashed, Svegliato, and Zilber-
stein 2021) and Reinforcement Learning (Wu and Lin 2018),
among others. Here, we comment on several promising ef-
forts.

Deontic and action logic approaches often confront philo-
sophical problems and are not scalable or easily deploy-
able. In contrast, Berreby’s Answer Set Programming work
could be a tractable method of representing and reasoning
over rich ethical constraints. Using an Event Calculus frame-
work, this system can represent uncertain, conflicting ac-
tions and effects of multiple agents, enabling sophisticated
proof reasoning about detailed consequences. This expres-
siveness also enables reasoning about competing ethical pri-
orities, a focus of many authors, which the present work as-
sumes are resolved by the mission plan. However, the rep-
resentational detail in Berreby may degrade its intelligibility
to human commanders.

Work on Markov Decision Processes and Reinforcement
Learning can be said to employ consequentialist (as opposed
to deontic) ethics because their activities are based on nu-
merical reward functions. A primary problem for these ap-
proaches is achieving the absolute guarantees of action or re-
straint that are built into the present work. Decision-making
based on rewards runs the risk of prioritizing the reward of
some mission goal above that of ethical behavior, especially
when rewards and policies are machine learned. Proving cor-
rect behavior is even more challenging. Nashed et. al’s work
makes headway in this area, showing that MDPs can be con-
strained to obey intuitive ethical precepts such as the Golden
Rule.

Analogical reasoning approaches face similar criticism of
potential unreliability, because it is difficult to guarantee that
they will successfully retrieve any guiding ethical principle
from their library via similarity search. However, these ap-
proaches at least face head on the challenging problem of
a robot interpreting its environment. The present work as-
sumes built-in capabilities in this area, e.g. that a robot can
interpret its situation in enough detail to recognize when an
ethical constraint is in imminent breach.

Conclusion

When compared to other leading approaches to ethical robot
autonomy, the present work has several advantages when
viewed in reference to the criteria introduced earlier. Our
work is often comparable or superior in Expressiveness,
striking a good balance between mission fidelity and human
Intelligibility. Such fidelity has been achieved without com-
promising the Provability & Tractability required to engen-
der human trust, even for real world missions. Because our
framework is an extension of human command hierarchies,
it appears more Relevant to existing military practice. Fi-
nally, the present work also enjoys Usability advantages due
to its tested operational maturity and the developed infras-
tructure supporting its use across platforms.
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